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Context & Goals of the Cyber Regulations

DORA & NIS2 vis-à-vis broad Cyber Resilience

Cyber Readiness with GRC Technology

Impulse for addressing Cyber Resilience
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The Problem: IT Resilience is a concern in

 several industries
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Source: *Systemic Risk Survey Results - 2022 H2; Survey of Risk Management and Treasury leadership

Bank of England

The Risk Recognition & Prioritisation

*Bank of England Survey 

Results:

Risk with the greatest impact

74% Cyber Attack

Number one risk

17% Cyber Attack

www.bankofengland.co.uk/systemic-risk-survey/2022/2022-h2
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Why protect assets when nothing happens?
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We protect assets so that nothing happens.
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We are insured. So is he.
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The Regulatory Response

Digital Operational Resilience Act and NIS2

“…uniform requirements for the 

security of network and information 

systems of companies and organisations 

operating in the financial sector as well 

as critical third parties.*”

Source: *Council of the European Union

https://www.consilium.europa.eu/en/press/press-releases/2022/11/28/digital-finance-council-adopts-digital-operational-resilience-act/


9

DORA and NIS2 Requirements

• Board sign off on ICT Governance

• ICT Third-Party Risk Management

• Incident Reporting & Sharing

• Operational Resilience Testing

• ESA Oversight and NCA Enforcement 



EU DORA & NIS2 Predecessors

PRA Policy Statement on Operational Resilience

Basel Committee Principles for Operational Resilience 

MaRisk-Minimum risk management requirements

The Norwegian National Security Act
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Complicating business context:
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Third-Party treatment in Open Banking
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Third-Party treatment in DORA
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DORA & NIS2 vis-à-vis 
broad Cyber Resilience 



At bare minimum, compliance with 
DORA & NIS2 requires visibility of…

15

….ICT risks, critical vendors, incidents, BCM/P etc.



DORA & NIS2 compliance is not enough
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See more risks→ Preempt Losses 

Monitor emerging threats i.e., CISA, MITRE ATT&CK

Look beyond DORA & NIS2→ broader Incident Management

Compliance Management < Business Risk Management 

-widen your risk lens.
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The Spirit of the Regulations

EU DORA Article 6: 

ICT Risk Management Framework

“Financial entities shall have a sound, 

comprehensive and well-documented

ICT risk management framework 

as part of their overall risk management 

system…”

Source: *Official Journal of the European Union: EU DORA; REGULATION (EU) 2022/2554  

https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32022R2554&qid=1690649497344
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Cyber Readiness with 
Technology



Determine Critical Third-Parties 
for comprehensive risk mapping

19



20

Automate & coordinate Risk Management 
to handle the workload

Remediate Issues

Ongoing Due Diligence

Assess Vendor Risk

Onboard & Profile Vendors

Manage Framework Analyse Performance

Manage Contracts

ORGANISATIONAL 

STRUCTURE & 

FRAMEWORK



Clarity on the ICT Framework performance
before Management Sign Off
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Impulse for addressing 
Cyber Resilience
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What do butchers and banks have in common?

Preempt Cyber Criminals who are casting a wider net*.

Source: *MIT Technology Review “Protecting your business in the age of ransomware.”

Butchers Banks

https://www.technologyreview.com/2022/02/07/1044537/protecting-your-business-in-the-age-of-ransomware/


C O N F I D E N T I A L

Let’s keep the conversation on operational 
resilience going:

Chika Okoli
 GRC Technology Manager

SAI360 

chika.okoli@sai360.com

www.linkedin.com/in/chika-o-n



C O N F I D E N T I A L

www.linkedin.com/pulse/exploring-eu-dora-
context-broad-cyberresilience-chika-o-/

Further Information:

http://www.linkedin.com/pulse/exploring-eu-dora-context-broad-cyberresilience-chika-o-/
http://www.linkedin.com/pulse/exploring-eu-dora-context-broad-cyberresilience-chika-o-/


C O N F I D E N T I A L

www.linkedin.com/pulse/my-take-aways-
from-iia-deloitte-dora-lunch-briefing-chika-o-

http://www.linkedin.com/pulse/my-take-aways-from-iia-deloitte-dora-lunch-briefing-chika-o-
http://www.linkedin.com/pulse/my-take-aways-from-iia-deloitte-dora-lunch-briefing-chika-o-


C O N F I D E N T I A L

GRC Platform Preview Videos:
https://www.linkedin.com/smart-links/AQHmt4-tepeaXw

https://www.linkedin.com/smart-links/AQHmt4-tepeaXw
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