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ISO 37301  

golden standard for 

compliance 

management systems 



Agenda 

Share ideas to use 

the ISO 37301 in 

internal audit 

Advise on how to 

implement changes 

in the compliance 

management 

systems 

                Get new tools 

 

• Compliance 

register 

• Compliance risk 

model 

• Anti retaliation 

controls 

 

Answer to your 

questions 



The journey 

ISO 37301:2021 

Compliance 

management 

systems 

ISO 37002:2021 

Whistleblowing 

management 

systems 

ISO 37000:2021  

Governance of 

organizations 

ISO 

37001:2016 

Anti-bribery 

management 

systems 

ISO 19600:2014 

Compliance 

management 

systems 

 ISO 

26000:2010 | 

Guidance on 

social 

responsibility 



M
a

n
a

g
e
m

e
n

t 
S

y
s
te

m
s

 
Quality 

9001 

Environment 

14001 

Energy 

51001 

Safety 

14001 

Assets 

55001 
Information 

27001 

Privacy 

27701 

Oil 

29001  ISO 19011:2018 

Guidelines for 

auditing 

management 

systems 



In
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Criminal 

law 

Anti  

trust 

Privacy 

Anti 

bribery 

Labor 
Anti Money 

Laudering 

Tax 

Contract 

 Obligations 



Synergies 

ISO 37301 COSO Controls and 

Compliance 

Scope Auditable requirements General principles 

Integration All management systems Some internal audits 

Process Develop a compliance policy 

and audit controls of 

compliance management 

systems 

Develop policies to address 

compliance and audit controls 

Evaluation Changes of compliance 

obligations 

Changes in internal processes 

and strategy 

Objective Improve performance Risk reduction 



Corporate Defence 
Evaluation of Corporate Compliance Programs by the US Department of Justice  

Strong Weak 

What methodology was used 

to assess compliance risks? 

ISO 31022 with 

probabilistic models 

Given by the 

consultants 

What information was used 

to assess misconduct? 

Data on non-compliances 

and control tests 

Wet finger in the air 

How compliance controls 

were balanced to risks? 

To the quantified loss 

exposure 

To the best efforts 

How lessons learned are 

incorporated? 

Retro test of losses 

against risks 

I have a good 

memory 

How do you understand the 

context? 

Register of compliance 

obligations 

Current activities 



Register of Compliance Obligations 



Register of Compliance Obligations 



Compliance risk 

ISO 31000 and 31022 

 
Best available information 

 

Balance costs of actions to  

expected loss exposure 

 

Consider biases 



Disregarding Scientific Evidence is Malpractice 

What is wrong about risk matrices, Tony Cox, 2008 > worse than useless 

Further thoughts on the utility of risk matrices, David Ball, 2013 > 

untrustworthy picture  
Some extensions on risk matrix approach, Huihui Ni, 2010  > defects still left  

unresolved 

On the origin of probability consequence diagrams, Ben Ale, 2015  > single  factor 

impacts 

Problems with scoring methods and ordinal scales, Doug Hubbard, 2010  >  arbitrary 

features of the scoring 

Recommendations on the use and design of risk matrices, Niels Duijm, 2015 

> aggregation is problematical 

Back to Basics: Risk Matrices and ALARP, Glen Wilkinson, 2010  > unable to  

compare risks 



Qualitative Criteria 



Words of Estimative Probability 



Risk is Decision-Making 

Is this bidding price 

covering the liabilities 

of this contact? 

 

 

How much should the 

legal reserve be for this 

new service? 

 

 
 

Is this insurance 

coverage en 

What is the threshold to 

escalate this approval? 

 

 

 

Should this potential 

supplier be selected at 

this price? 

 

 

What is the best 

strategy to deal with 

this customer claim? 

 



Methodology 

Min  Max 

Confidence Interval 

Loss USD 
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r 
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Methodology 



Methodology 



Methodology 



Methodology 



Add compliance obligations in 

procedures and job descriptions 

 
 

Cover compliance controls in 

performance appraisals and incentives 

 
 

Analyze root-causes of compliance 

violations 

 
 

Validate quality and availability of 

compliance documentation  

 
Assess the effectiveness of 

compliance training and awareness  



Extend due diligence for hiring and 

promotion  
 

 

Require disciplinary actions for non-

compliances 

 
 

Add the consequences of non-

compliances the compliance policy  

 
 

Include anti-retaliation controls in the 

whistleblowing policy 

 
Validate the consistency and accuracy 

in the non-financial reporting 



Anti-retaliation controls  

• Implement a leniency program 

• Have an independent investigative team 

• Prevent risks in the complaint ramifications 

• Monitor peer pressure, bullying and exclusion 

• Approve changes in work conditions 

• Include the impact on family members 

• Provide financial and emotional support 

• Protect whistleblowers from 3 to 5 years 

 



https://donate.unhcr.org/int/en/ukraine-emergency 



/in/hernanwyler 
 

hewyler 

 

 

Let´s connect 


