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Agenda
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Background
• Robotics and automation
• Risks and challenges 
Auditing – a practical example



Background
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Strategisk viktig for Gjensidige
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Digitale skademeldinger og 
automatiserte skadeprosesser
Bidrar til gode kundeopplevelser og 
kostnadseffektivitet. Forutsetter 
standardisering, digitale skadeskjemaer og 
algoritmer i vårt kjernesystem
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Better and cheaper data processing 
power

Exponential increase in amount of 
data

Why now?
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The future of car insurance?
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https://www.youtube.com/watch?v=ZKKADm5UbHQ

https://www.youtube.com/watch?v=ZKKADm5UbHQ
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Robotics
Physical robots Gjensidige’s robot
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Claims
robot

So long as the robots are not physical robots there is no distinction between automation 
and robotics hence Robotics Process Automation or RPA  
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RPA
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RPA
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We describe a 
process exactly as it 
is to be performed

The “robot” performs the 
task in our systems as if it 

was an employee

Program controlled automation
• No physical robot
• Uses existing systems
• Those who are familiar with macros 

and macro programming will 
recognise this tool

• Has access as if an employee
• Its strength is that it can work across 

various systems and is quick to 
implement

A digital/virtual employee
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Benefits of RPA 
if addressed correctly
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Benefits

Increased employee and customer 
satisfaction
Efficiency gains
Improved compliance

Key success factors

RPA is not the solution to everything
Use more time on design rather than 
programming
Don’t forget - monitoring, controls and 
maintenance 
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As per Wikipedia:

• “Artificial intelligence is apparently intelligent 
behaviour by machines, rather than the 
natural intelligence (NI) of humans and other 
animals…”

• “…In computer science AI research is 
defined as the study of "intelligent agents": 
any device that perceives its environment 
and takes actions that maximize its chance 
of success at some goal.”

Artificial intelligence
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Machine learning
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Machine learning is a technique which 
turns A.I. into reality 

• Machine learning is a technique which allows 
computers to learn without having to define clear rules

• Machine learning is used in many of the solutions that 
are included as A.1. i.e. chatbots, self-driving cars, 
chess etc.
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Practical use of A.I.
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Picture
• Self driving 

cars

• Loss 
adjustment
motor vehicles

Text

• Sort, 
categorise
emails

• Chatbot

Speech

• Analyse 
content of a 
phone call

• Dictate calls

Numbers

• CRM and 
customer
insight

• Better pricing
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A.I. use in practice

15

Gjensidige’s first first achievement in claims area
• We have used picture recognition as part of an automated loss adjustor program in order 

to distinguish types of damage and to decide on the appropriate car workshop for repairs
• We have developed 

technology to read the 
claims form as 
photographed by the 
customer in order to 
make the decision 
regarding fault without 
having to involve a physical
loss adjustor 
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RPA main risks
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• Change management
• Ownership of RPA initiative
• Responsibility for robot’s operations

Governance

• Access rights to robot
• Developers v. operators
• Vulnerability to attack

Security

• Disruptions
• Dependency on other 

processes/programs
Continuity
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FSB report
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Pitfalls of automation
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Auditing automation 
- a practical example
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Prior to audit
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• Audit project agreed in audit plan

• Expertise – used 2 in house IT competent persons in project (otherwise would have 

needed to insource)

• Review overall information – intranet, articles etc.
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Guidance

21https://global.theiia.org/knowledge/Pages/Global-Perspectives-and-Insights-Archives.aspx

https://global.theiia.org/knowledge/Pages/Global-Perspectives-and-Insights-Archives.aspx
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Strategy

Governance
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Data quality
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Checklist for AI
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• Document where AI is used within the firm
• AI use should have assigned owners, who are accountable for the 

algorithm’s use and performance. 
• Process description for the approval, amendment to and 

decommissioning of use of AI
• Describe the testing and validation process for AI, including who has 

responsibility for these activities.
• Set out minimum requirements for the monitoring and risk management 

of AI, including escalation procedures relating to limit breaches.
• All relevant parties (eg Front Office, Risk Management, Other Systems 

and Controls functions) should have considered and to have signed-off 
on the risks that AI could expose the firm to.

• Manual and automated controls that stop AI use 
or prevent user access and with manual intervention 
required to re-start use. So called, ‘kill-switch’ controls.

Governance

Strategy

Data quality

Governance



Classified: General Business

Audit objective 
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To evaluate whether Gjensidige has established adequate management 
processes for the use of technology for automation/roboticization with the 
objective of achieving secure, effective and more cost efficient processes 
which also result in a positive customer experience.

Focus areas:
• Strategic focus, objective setting and monitoring of status
• Building competence, internal communication and participation
• Management structures including allocation of tasks 

between Group functions and business areas as well as 
methodology for prioritisation of processes to be developed

• Processes for implementation and quality assurance

Strategy

Data quality



Classified: General Business

Audit documentation and testing
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• Interviewed 24 persons in both Group Technology and 
Development and the business areas (of which 2 
selected) 

• Document analysis and review – routine and 
processes, project management and status reporting

• Review of controls in business area and program 
documentation for chosen projects
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Automatic processing
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Claim paid out to customer account 5 
minutes after registered by customer

Claim processed 100% automatically.

Automatic settlement based on the information 
provided on the customer’s web claim form 

Each Q & A weighted to decide whether 
automatic or manual treatment
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Review of automated processes
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Focus area Processes for implementation and QA

No. Risk Audit task

1 Scarce resources are used in the wrong 
areas and possible major improvements are 
not implemented

Evaluate the basis for how processes and concepts (LEAN, 
RPA, AI) are prioritised to be used.

2 Programs can be changed either by mistake 
or deliberately which can lead to errors.

Evaluate and test access controls to code changes as well as 
parameter controls for automated processes.

3 Programs can be changed either by mistake 
or deliberately which can lead to errors.

Evaluate and test change controls for automated process.

4 Lack of testing can lead to errors in 
production.

Evaluate and test documentation for a sample of processes 
already in production.

5 Poor control design can make operations 
less secure.

Evaluate key controls for a sample of automatic processes, 
monitoring, emergency stop button etc

6 Poor documentation can make it difficult to 
identify the source of errors and make 
corrections.  

Review documentation of coding and test sample of programs 
as to whether the documentation is of satisfactory quality

7 Lack of compliance with data privacy 
requirements can have financial and 
reputational consequences.

Evaluate whether sufficient information is provided to 
customers where automatic processes are used and profiling 
cf. GDPR requirements.
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Automated process
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Digitally recieved

Telephone etc.

Sankey 
diagram

Fully automated

Partially automated

Manual

Refused

Payment
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Deviation report
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• Where automatic process a certain 
number of claims (e.g. 5 %) which would 
have been fully automated are sent to 
manual process.

• Claims handler unaware of this and 
treats the claim manually

• Report afterwards identifying where the 
results of manual and automatic 
treatment differ

• Understand and re-calibrate!
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Audit report
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Positive issues
Process development
- Good design and documentation of overall development 

process and project management
- Good competence in robotics development
- Good separation of responsibilities and coordination 

between business areas and IT development. Business 
areas have dedicated resources.

- Formal forum established including business areas and IT 
development to monitor projects.

- RPA also reveals weaknesses in existing systems where 
development needed

- Full logging of code changes and robot use.
Project management
- Use of customer score positive
- Reconciliation control
- Product profitability management as backstop.
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Examples of areas for improvement as a result of the audit
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• Servicing of business areas and KPIs

• Access rights to exclude non-personal id’s

• Final quality review of coding

• Establish general training programme

• Policy for new products risk assessment to 
include new processes
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Reflections for future audit of the area
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• Processes for monitoring and risk 
management including by 2nd line

• Data architecture and infrastructure
• Security issues and cyber risk
• Change management

• Further programming reviews
• Kill switch triggers
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…and finally
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Thank you for your attention
Any questions?
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