lIA - Ledernettverket

12. desember 2019

2 95 MM ' N

y

August 22742018



En ny sak

DNB-redegjorelsen:
Konsernrevisjonen ble
varslet om skatteparadiser,
men undersgkte ikke

i@
ANDREAE ELETTHOLM JOURKALIET

OPROATERT: 11 AFA.I0E 15:0 | PUBLIEEAT: 11 APRLINE 1533

Y Brown.—»8.6-7

Vil forby hemmelige fabrikker

Stormberg-grinder og etikk-
utvalget vil ha strengere regler.
MYMETER + S108 13-28 00 38
T
——
| .
| Tytoget
=

Dagens
Neringsliv

Briter klager :
norsk ullstette
inntil Esa

~~~~~~~ + 8108 20

Satser 900 mill. pa nytt oljeselskap — < 2

248.000 -

Saksoker
. Bane Nor

Avslgrte hvitvasking
i svenske banker -
na gar hun ut mot
DNB-ledelsen:

- Bankens ledelses-
system har veert
dysfunksjonelt, *
mener hvitvaskings-
ekspert Louise




Mandate and strategy:

Strategic platform

Group Audit shall, trough objective feedback, actively contribute so that the
Board of Directors and Chief Executive Officer achieve their goals

...evaluate and monitor if
adequate and effective risk
management and internal
controls are established and
carried out throughout the Group

On behalf of the BoD of the
holding company, the CEO and
the other boards of directors in

the financial services group...

...assess whether
risk identification and established
management processes and
control activities effectively
enhance the financial services
group's ability
to reach its goals

Issue independent and objective
statements and advice to help
improve risk management and
internal control in the Group...

m GROUP AUDIT




Mandate and strategy :

Duties and responsibilities

Independently execute internal audit activities and
provide added value to the entities and the group.

Globally execute operational, compliance and IT audits

Assess and test Governance, Risks/Controls and Compliance (GRC)

Contribute to operational improvement

Provide assurance to the board, group management and partners

Conduct special internal investigations




Audit methodology :

Planning process

Risiko

Planforutsetninger Prioriteringer

vurderinger

Prioritering Forankring
~ 1. Omrader 1. Ledelse
AN\ 2. FO/SO 2. Styret/RU
\'“" «  Makro |
+ Kundeadferd/digitalt skift
Eksterne + Regulatorisk rammeverk . Top—Dowq 1
+  Konkurranse Risikovurdering
+  Cyber/«Emerging Risks» J
\ Bottom-up ReV'TJonS_ Revisjons-
risikovurdering pian plan
Strategi og finansielle mal
Overordnet styring (governance) Utkast Endel ig
Risikostyring og compliance Regulatoriske ey Revisjons—
Prosesser og teknologi . kandidater
Organisering og kompetanse o9 forventnlnger

Em URUUF AUDII




Audit methodology:

Planning process

Planning High level
process ~1 week processes
initiated defined

‘ Define the audit universe

~2 weeks

“
1

~2 weeks

Draft the audit plan

~2 weeks

Finalise the audit plan

Audit plan
finalised

L

4 weeks

Get plan approval

Tasks
1. Identify all relevant
business and support
processes across the
enterprise.

. Define the audit universe
. Document the high level
processes and assign

responsibilities

w N

Responsible
Chief auditors and trade group
managers.

Tasks

1. Assess high-level risks
top-down.

2. Assess high-level risks
bottom-up for each
business process.

3. Evaluate the control
efficiency of each
business process.

4. Assess residual risks.

Responsible
Each area or process owner.

Tasks

1. Ildentify audit candidates
based on residual risk.

2. Prioritise audit candidates
based on risks and IA
capacities.

3. Build draft audit plan.

Responsible
Each area or process owner.
Prioritising by CAM.

1. Discuss the draft plan with
business units.

2. Adjust draft plan based on
discussions with BUs.

Responsible
Chief auditors

1
Objective Objective Objective Objective Objective
Understand the business Identify inherent and residual Develop a draft audit plan for Develop the final audit plan Get the audit plan and budget
areas, processes and risks as high-risk areas where I1A’s discussion with clients and ready for approval. approved by BoD.
well as the boundaries of the focus should be. prioritising audit candidates.
audit universe. Tasks Tasks

1. Present the finalised plan
to Group Management

2. Present the finalised plan
to the Board of Directors
and get final approval.

Responsible
Chief Audit Executive

GROUP AUDIT

Audit plan
approved
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Organisation

Organisational Chart

Group EVT - Audit
Tor Steenfeldt-Foss

Quality Business Support

Karin Styrmoe Erik Pettersen

Personal Banking
& WM
Silje Tangvald-Olsen

Corporate Bankin Risk & Finance Technology & Soedial [mesiiseiien

& Markets Tormod M. Pedersen Su ort Hans Michael Molstad
Morten H. Breili Per @ivind Venstad

Group Risk Management Technology & Services
Corporate Banking Group Compliance Payment & Innovation
Markets Group Finance People
Communication (Corporate Center)

Personal Banking
Wealth Management

GROUP AUDIT



Group Audit Goals:

IKKE VIDEREFJRT - Group Audit Balanced Score Card (BSC) —

Dimensjon Kort i New Deal Oppfelging Status/kommentar
Konsernfelles mal (40%)  Kapital, Kunde og Kultur ~~ Omdegmme konsern (10%) Konsernets maling av omdgmme KRs bidrag: Aktivt bidrag innen xx 10 %
Kundetilfredshet konsern (10%) Konsernets maling av kundetilfredshet KRs bidrag: Styrke arbeidet med xx 10 %
Bidra til konsernsjefens og styrets Gjennomfering av plan | rute med gjennomfaring revisjonsplan
(n;iloz;;pnéelse - Helhetlig vurdering  gapnortering i tide Tid fra oppstart til ferdigstillelse (TeamMate) 20 %
Oppfelging av tiltak Oppfelging av gamle funn (TeamMate)
Kvartalsvis mate styret/KL Gjennomfert i henhold til plan (Referat)
Strengthen customer Kunde Konsernrevisjonens KTl Brukerundersgkelse revidert enhet Score evalueringer revisjoner (Friske Fakta)
relation (15%) Brukerundersgkelse styret, KLM o.l. Muntlig tilbakemelding fra styreleder, samt 15 %
konsernsjef
Increase quality and Kapital og Kunde Drive iht. anerkjent metodikk og Egenevaluering av kvalitet i utfert arbeid Muntlig tilbakemelding fra styreleder, samt
customer value (30%) praksis konsernsjef
Kvalitetskontroll i TeamMate Resultat fra intern kvalitetskontroll (KVAKK)
Uavhengig kvalitetskontroll Ek . . 10%
revisjonsarbeid/rapporter stern kvalitetskontroll hvert 5. ar (
Driftskostnader Overholdelse KRs budsjett
Ledelse og medarbeideroppfelging  Lederkommunikasjonsindeks (LCI) Maltall som DNB-konsernet for gvrig 10%
Gjennomfart kompetansedag i KR Gjennomfares arlig (Agenda)
Engasjement og trivsel Engasjementsindeks (ENGI) Maltall som DNB-konsernet for gvrig 10 %
Personalgruppemater Gjennomfert i henhold til plan (Referater)
Improve efficiency (15%)  Kapital og Kultur Effektivitet Andel tid til revisjon/oppdrag Rapport — Snitt hele KR (TeamMate)
Gjennomfgre plan iht. budsjett Prosjekter med overskridelse (TeamMate) 10 %
Timeregistrering Rapport (Team Mate)
Stab/stette Vellykket implementering av ny organisasjon Helhetlig vurdering 5%

GROUP AUDIT



Group Audit Goals:

Oppfalging i omgivelser i rask endring — MS Planner som verktgy for Kanban

Business Suppoert
CBGRC

Fredagshumor og moro

Quality Management

Relasjon

SNB - IKKE SLETT

Teammate

Teams - Tilbakemelding og forbedring
Ukesinfo

1 skjult kanal

RSM
Generelt
KL-saker
Ledelse
Rapportering
Referater
Samlinger

Schedule

2019 KR - Revisjoner

Generelt

2019-60.03 Sikkerhetskultur i DNB
2019-60.11 Test

2019-60.98 IT Transformation Journey

51 skjulte kanaler

PGer
Generelt

Risk and Finance

Bli med i eller opprett et team

(O Metodikk for "Oppfelgingsrevisjoner”

O GJErmomﬁ:rrEmumkasJon

(O Kompetanse: Sammestille
kompetanseplaner

(O Ledelse: Oppfalging Puls
(O Ledelse: Etablere faste team boost
(O Ledelse: Indivduell boost/check-in

(O Ledelse: Halvérlige samlinger med
gientagelse av KRs ambisjoner

(O Ledelse: Fast arlig event

(O Ekstrern revisjonsanbud

O Risikostyring: KORI

(O Kompetanse: Utarbeide
kompetanseplan 2020

©

(O Kompetanse: Utarbeide
kompetansestrategi og -mél for KR

Vis fullfgrte 2

O ™+

@ Pettersen, Erik

(O Virksomhetsstyring KR Sharing

¢ @23
e Styrmoe, Karin
O M-strategi

Eolorzo0 &
‘ Venstad, Per Givind

(O DNB365: Tranformasjon

(O Risikostyring: KRs mal 2020

@ Pettersen, Erik

(O Nye Sharepoint

@ Pettersen, Erik

O Kundekommunikasjon: Etablere
relasjonsmter for alle omrder

O Kundekommunikasjon: Etablere 1-2-3
mgter

vise eller halvarlige)
123-meter for forretnir mradene:
- BM, I, Peaple & Operations, New

-

e Styrmoe, Karin

O Kvalitet: Farprosjekt tienestedesign

@ @312

e Styrmoe. Karin

O Ledelse: Tori M11

]
e Steenfeldt-Foss, Tor

(O Ledelse: Gjennomgang i RSM i forkant
v mater med CEO og styrende
organer

nezia:

Altuelle mat:

% Spk eller skriv inn en kommando
Team v §#® Generelt innlegg Filer Wiki MeetingNotes RSM-plannercv = 5.0 &
Teamene dine M Tavle E Diagrammer & Tidsplan Filter (0) "\ Gruppert etter Samling
« L
onsemrevisionen Gjeremal (backlog) Drift/Arshjul Prioritert (planlagt) In-Progress Ferdig
Generelt
+ Legg til oppgave + Legg til oppgave + Legg til oppgave + Legg til oppgave + Legg

O Dataar

o v

O Fag-ke

amréc
-

O Etable

@ ¢

O risiko:

opplaz

KR mél

O pne3
Gjenno

Q-

Vis fullfprte
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Organisation:

Reporting structure

GROUP AUDIT

GENERAL MEETING
Electlon Committes

BOARD OF DIRECTORS

e Audit Commilttee B Risk Management Commitiee 8 Compensation Commiites

GROUP CHIEF EXECUTIVE AND GROUP MANAGEMENT MEETING |

I FIRST LINE OF DEFENCE

Operational management
Intermal control

N SECOND LINE OF DEFENCE

RIsk management
Compliance

Intermal cortrol over
financial raporting

Security

N Executive body

N Advisory body
H Firstline of defence I Second line of defence, monitoring function

5% THIRD LINE OF DEFENCE

Group Audit

| Third line of defence

Jo|pie Alimess

sanuoyIne Aosiuadng




Audit methodology:

Overview
e
= Annual pla ecuting audit o
= Revise and gagements Initiating

adjust audi

Governance,
Management
and QA

= Findings
follow-up i
= Continuoug Repomng
improvemse onthly report
= Continuoug the BoD
assessme bmi-annual
= Performance status report
\

m GROUP AUDIT
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Audit methodology: CONFIDENTIAL

Audit grades and Priority

Audit grades Priority
The audited entities are assessed using audit grades. The grades show Group Priority of recommendations are based on Group Audit's assessment of residual
Audit's overall assessment of internal control and risk management. The colors risk, focusing on the target achievement of the auditee or the DNB Group. The
show Group Audit's assessment of internal control and risk management of each levels of priority used in the report are as follows:
rocess/area. . .
P Less material weaknesses and other issues that do not affect
The systems of internal control and risk management are Low target achievement. Actions may be taken to correct the
good. Weaknesses may still occur, and in some processes weaknesses, but it's not critical.

there might be a need for efficiency improvements.

Weaknesses that may affect target achievement if not remedied.

The systems of internal control and risk management are Medium Actions should be taken to correct the weaknesses.

acceptable, with a few weaknesses. These weaknesses may
have a negative impact on the target achievement of the

auditee or the Group. High Material weaknesses that may affect target achievement if not
9 remedied. Actions must be taken.

Acceptable

The systems of internal control and risk management have
material weaknesses. These weaknesses may have a negative
impact on the target achievement of the auditee or the
Group.

Less satisfactory

The systems of internal control and risk management have
critical weaknesses. There is a high risk that these weaknesses
will have a negative impact on the target achievement of the
auditee or the Group.

m GROUP AUDIT






Noe er konstant — Noe endrer seq

Risikofokus
A

Proaktiv og fremadskuende

Interessentenes Kunnskap og
forventinger kompetanse Kontinuerlig risikovurdering

Godt posisjonert - relasjoner

Tilknytning Imgtekommende og service-minded

Dataanalyser andre risiko-
funksjoner




